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BIG-IP SSL Orchestrator

Keys to Encrypted Threat Protection: Visibility
into and Orchestration of Encrypted Traffic

The ever-increasing volume of encrypted traffic is hampering the ability of IT and security
operations (SecOps) teams to protect their applications, customer data, and intellectual property.
Traditional security gateways, network firewalls—even next-generation firewalls (NGFWs)—and
intrusion prevention systems (IPS) are increasingly running blind to SSL/TLS traffic. Attackers
commonly hide threats within links to encrypted websites or encrypted payload attachments in
phishing and spear phishing attacks, and they use encrypted channels to evade detection during

data exfiltration and command-and-control (C2) communications.

They will select specific cipher primitives based on known security product gaps to force bypass
of encrypted malicious traffic. The growth in SSL/TLS encryption is a challenge for enterprises,
because without security tools able to inspect inbound and outbound SSL/TLS traffic efficiently

at scale, encrypted attacks go undetected and expose your applications and data to breaches.

Visibility into and inspection of SSL/TLS traffic only scratches the security surface, though. Most
organizations lack the ability to centrally control and implement decryption policies across the
multiple existing and deployed security inspection devices commonly found in an organization’s
security stack. Many organizations resort to daisy-chaining devices or tedious, manual
configurations to support inspection across the security stack—increasing latency, complexity,

and risk.

F5® BIG-IP® SSL Orchestrator® is designed and purpose-built to enhance SSL/TLS
infrastructure, provide security solutions with visibility into SSL/TLS encrypted traffic,
and optimize and maximize your existing security investments. BIG-IP SSL Orchestrator
delivers dynamic service chaining and policy-based traffic steering, applying context-
based intelligence to encrypted traffic handling to allow you to intelligently manage the

flow of encrypted traffic across your entire security stack, ensuring optimal availability.



Designed to easily integrate with existing architectures and to centrally manage the
SSL/TLS decrypt/re-encrypt function, BIG-IP SSL Orchestrator delivers the latest SSL/

TLS encryption technologies across your entire security infrastructure. With BIG-IP SSL
Orchestrator’s high-performance encryption and decryption capabilities, your organization
can quickly discover hidden threats and prevent attacks at multiple stages, leveraging your

existing security solutions.

BIG-IP SSL Orchestrator ensures encrypted traffic can be decrypted, inspected by security
controls, then re-encrypted—delivering enhanced visibility to mitigate threats traversing the
network. As a result, you can maximize your security services investment for malware, data

loss prevention (DLP), ransomware, and NGFWs, thereby preventing inbound and outbound

Figure 1: BIG-IP SSL Orchestrator
maximizes efficiency and
performance for a wide range of
inspection devices while maintaining
optimal security.

threats, including exploitation, callback, and data exfiltration.

KEY BENEFITS

Enables visibility into SSL/TLS traffic with
centralized decryption/encryption function for
inspection across multiple security tools.

Provides high-performance decryption of
inbound and outbound encrypted traffic,
enabling security inspection to expose threats
with greater efficiency and stop attacks such as
phishing, spear phishing, and ransomware.

Dynamically chains security devices,
independently monitors and scales them,
and intelligently manages decryption across
the entire security chain via a contextual
classification engine, reducing administrative
costs while utilizing security resources

more efficiently.
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Delivers a single platform for unified inspection of
next-generation encryption protocols, providing
unparalleled flexibility, minimizing architectural
changes, and preventing new security blind spots.

Shortens the typically cumbersome, time-
consuming and costly change management
process by orchestrating the security stack,
simplifying equipment changes, and mitigating
their detrimental impact.

Flexibly integrates into even the most complex
architectures, centralizing SSL/TLS decrypt/
encrypt functions and delivering the latest
encryption technologies across the entire
security infrastructure.

Scales security services with high availability,
leveraging F5’s best-in-class load balancing,
health monitoring, and SSL/TLS offload
capabilities.
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CENTRALIZE SSL/TLS DECRYPTION ACROSS MULTIPLE
SECURITY TOOLS

BIG-IP SSL Orchestrator provides decryption and re-encryption of user traffic bound to the
internet and web-based applications, enhancing security inspection. The solution supports
policy-based management and steering of traffic flows to third-party security devices such
as firewalls, IPSs, anti-malware, DLPs, secure web gateways (HTTP proxy services), and
forensics tools. Centralizing the SSL/TLS decrypt/encrypt function enables you to realize
the full value of your security investments. Our multi-vendor ecosystem approach simplifies
and strengthens the inspection of all inbound and outbound encrypted traffic malware

and exfiltration.

INSPECT NEXT-GENERATION ENCRYPTION PROTOCOLS

Next-generation encryption protocols are evolving with industry best practices for
increased security and privacy. New emerging standards encourage rapid adoption of
SSL/TLS forward secrecy for improved network security. The transition to next-generation
encryption breaks passive SSL/TLS devices, bypassing your security controls and putting
you, your network, your apps, and your data at risk. The diverse cipher support of BIG-IP
SSL Orchestrator prevents new blind spots by enabling greater flexibility without requiring

architectural changes.

SIMPLIFY CHANGE MANAGEMENT THROUGH SECURITY
STACK ORCHESTRATION

Making necessary equipment changes or swaps in daisy-chained security stacks are difficult
and time-consuming. Changes or swaps increase operational and business costs, cause
delays, and can create unintended encrypted traffic bypasses, expanding risks and the
threat threshold for your applications and data. Security stack orchestration with BIG-IP SSL
Orchestrator simplifies equipment changes, lessens change time, cost, and impact, and

alleviates prospective traffic bypass and potential exploitation.

IMPROVE SCALABILITY AND AVAILABILITY OF YOUR
EXISTING SECURITY TOOLS

Enterprises with substantial traffic loads will optimize security deployments by leveraging the
health monitoring, load-balancing, and SSL/TLS offload capabilities of BIG-IP SSL Orchestrator.
These capabilities enable your security investments to better scale and protect through multi-
layered security, even in the most demanding environments. Scaling your existing, deployed

security devices with failover protection achieves better utilization and service availability.
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BIG-IP SSL Orchestrator’s high-availability design addresses synchronization delays caused
by heavy loads and memory constraints, resulting in a reliable and low-latency auto-failover
configuration. Additionally, enterprises can configure high-availability devices to synchronize

automatically and incrementally.

CONFIGURE DYNAMIC SERVICE CHAINING BASED
ON CONTEXT

BIG-IP SSL Orchestrator dynamically chains security services, including anti-virus/anti-
malware products, intrusion detection systems (IDSs), IPSs, NGFWs, secure web gateways
(HTTP proxy services), and DLPs. It leverages classification metrics such as domain name,
content category, geolocation, IP reputation, and other policies that determine whether to
decrypt traffic and which services traffic should be sent to. The policy-based traffic steering
capabilities of BIG-IP SSL Orchestrator also increase administrative efficiency and reduce
administrative cost by removing key and certificate management from your security

infrastructure.

DYNAMIC SERVICE CHAIN
Figure 2: BIG-IP SSL Orchestrator
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Figure 3: Leveraging its context-aware policy engine, BIG-IP SSL Orchestrator steers
decrypted traffic to the appropriate security service chain and can perform an intelligent
bypass on sensitive user traffic, such as financial or health-care related traffic.
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DEPLOY WITH FLEXIBLE OPTIONS THAT EASE INTEGRATION

BIG-IP SSL Orchestrator supports multiple deployment modes, easily integrating into even
the most complex of architectures. This centralizes SSL/TLS decrypt/re-encrypt services
and delivers the latest encryption technologies across your entire security infrastructure.
It eliminates your organization’s need to re-architect the network to enable visibility into
encrypted traffic, orchestrating and effectively routing traffic to the appropriate security
services—in addition to dynamically chaining the appropriate security services. That helps
to better utilize, preserve, and future-proof your security solution investments. In addition,
BIG-IP SSL Orchestrator includes a step-by-step Guided Configuration to help your IT or
SecOps teams logically walk through the deployment within your existing architecture and
with your existing security solutions. The Guided Configuration simplifies deployment of
BIG-IP SSL Orchestrator and enables you and your organization to be better protected,

sooner, against the onslaught of encrypted threats.

INTEGRATE F5 SECURITY SOLUTIONS INTO YOUR
SERVICE CHAIN

Use BIG-IP SSL Orchestrator with an F5® BIG-IP® Advanced WAF® license to maximize
your infrastructure investments and optimize the performance of your security services.
BIG-IP Advanced WAF provides a robust suite of sophisticated protections against common
vulnerabilities (CVEs) and web exploits, targeted attacks, and advanced threats. You can
easily deploy it as a security service inside your BIG-IP SSL Orchestrator dynamic service
chain, enabling greater agility, control, and visibility of encrypted traffic while delivering

comprehensive application protection for a full range of app and API security requirements.

You can also use your F5® Secure Web Gateway (SWG) Services subscription within your
BIG-IP SSL Orchestrator dynamic service chain for traffic classification and URL-based content
filtering for outbound traffic. With SWG Services, you can configure security policies to block
or accept traffic based on over 150 granular URL categories intelligently classified by SWG
Services. SWG Services processes traffic packets using powerful malware analytics tools,

so you can detect patterns that indicate complex attack vectors and block the traffic from

traversing your network.

PARTNERS

F5 has developed—and continues to develop—an ever-expanding security solution
ecosystem for BIG-IP SSL Orchestrator. While BIG-IP SSL Orchestrator is vendor and product
agnostic, F5 has optimized integration solutions for leading tools from partners such as Cisco,

FireEye, Palo Alto Networks, and others.
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The following integration guides, with reference architectures, provide granular, prescriptive

guidance for deployment:

« Cisco Firepower Threat Defense

« Cisco Web Security Appliance

« McAfee Web Gateway

« Menlo Security Remote Browser Isolation

« NETSCOUT

« OPSWAT MetaDefender ICAP Server

« Palo Alto Networks Next-Generation Firewall
+ RSA NetWitness

. Symantec Data Loss Prevention

« Trellix Data Loss Prevention

« Trellix Network Security

FEATURES

BIG-IP SSL Orchestrator enables your security team to streamline security service

deployment, delivering greater agility, control, and visibility into encrypted traffic.

SSL/TLS visibility

» High performance SSL/TLS .
decryption/re-encryption

« Inspection of inbound and outbound .
encrypted traffic .

Dynamic service chaining

« Policy-based steering of decrypted traffic .
« Decoupled from physical interface, port, .
or VLANs .

- Simplified security service insertion

Contextual policy engine

« Source and destination IP and subnet port .
« Protocol .
« Domain .

- |IP geolocation

Granular control

. Header changes .

Robust cipher and protocol support

« TLS1,11,1.2,1.3 .

« Forward secrecy/perfect forward secrecy
encryption

« RSA/ECDSA/DHE/ECDHE .

BIG-IP SSL Orchestrator

Supports L3 (routed) and L2 (transparent)
modes

Forward and reverse proxy architecture

SSL/TLS decryption independent
of TCP port

Service resiliency
Service monitoring
Load balancing of multiple security devices

IP reputation (subscription)
URL categorization (subscription)

Policy-based block, bypass, and forward for
inspection actions

Support for port translation

AES-128, AES-256, CBC/GCM, Camellial28,
Camellia256, SHA/SHA2 (SHA256/384),
Chacha20-Poly1305

Proxy-level control over ciphers and
protocols


https://www.f5.com/pdf/products/ssl-cisco-firepower-recommended-practices.pdf
https://www.f5.com/pdf/integration-guide/big-ip-ssl-orchestrator-cisco-wsa-integration-guide.pdf
https://www.f5.com/pdf/integration-guide/big-ip-ssl-orchestrator-mcafee-web-gateway-integration-guide.pdf
https://www.f5.com/pdf/deployment-guide/big-ip-orchestrator-and-menlo-security-remote-browser-isolation.pdf
https://www.f5.com/pdf/integration-guide/big-ip-ssl-orchestrator-and-netscout.pdf
https://www.f5.com/pdf/integration-guide/f5-ssl-orchestrator-and-opswat-metadefender-integration-guide.pdf
https://www.f5.com/pdf/integration-guide/ssl-orchestrator-palo-alto-networks-ngfw-integration-guide.pdf
https://www.f5.com/pdf/integration-guide/big-ip-ssl-orchestrator-and-rsa-netwitness.pdf
https://www.f5.com/pdf/integration-guide/f5-ssl-orchestrator-and-symantec-dlp-ssl-visibility-and-content-adaptation.pdf
https://www.f5.com/pdf/integration-guide/f5-big-ip-ssl-orchestrator-and-trellix-data-loss-prevention-integration-guide.pdf
https://www.f5.com/pdf/integration-guide/f5-big-ip-ssl-orchestrator-trellix-network-security-integration-guide.pdf

Deployment modes

Outbound layer 3 explicit proxy
Outbound layer 3 transparent proxy
Inbound layer 3 reverse proxy

Supported service types

HTTP proxy services

Inline layer 3 services
Inline layer 2 services
ICAP/DLP services

Reporting and logging

Network hardware security module (HSM)

On-board analytics dashboard

« Thales (Gemalto, SafeNet)

Atos
AWS CloudHSM

Add-ons

IP Intelligence Services (subscription feed)
URL filtering

Network HSM

BIG-IP Advanced WAF

F5° BIG-IP" Access Policy Manager” (APM)

BIG-IP SSL Orchestrator

Outbound layer 2
Inbound layer 2
High availability with TCP session resiliency

TAP services
BIG-IP Advanced WAF
F5 Secure Web Gateway Services

Equinix SmartKey (Fortanix)
Entrust (nCipher)

F5 Secure Web Gateway Services

DTLS 2.0 mode for delivering and securing
applications

Support for dynamic split tunneling



Processor:

Memory:

Hard Drive:

Management Ports:

100/40 Gigabit Fiber Ports:

25/10 Gigabit Fiber Ports:

BIG-IP SSL Orchestrator
Throughput (Maximum):

Receive only:
L3 inline service:
L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2
service:
BIG-IP SSL Orchestrator
Transactions/Second (TPS):

L3 Outbound Topology:
Receive only:
L3 inline service:
L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2
service:

L3 Inbound Topology:
Receive only:
L3 inline service:
L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2
service:

R10900 R5900

12 vCPU’s Reserved for F5OS 6 vCPU’s Reserved for F50S
(36 vCPU's available for Tenancy) (26 vCPU's available for Tenancy)
256 GB DDR 128 GB DDR

2x 1TB U.2 Enterprise-class SSD (RAID 1 Mirrored) 1x 1TB M.2 SSD

1x T000BASE-T, 1x 1000BASE-T,

1x USB 3.0, 1x USB 3.0,

1x serial console 1x serial console

4 x 100G/40G QSFP28/QSFP+ ports 2 x 100G/40G QSFP28/QSFP+ ports
16 x 25G/10G SFP28/SFP+ ports 8 x 25G/10G SFP28/SFP+ ports
31.0 Gbps 21.8 Gbps

377 Gbps 23.0 Gbps

31.4 Gbps 18.8 Gbps

23.0 Gbps 15.0 Gbps

-6.0 Gbps -3.0 Gbps

36.5K 26.7 K

373K 26.4K

327K 23.0K

293K 20.5 K
-4.0 K -3.0K

70.8 K 55.0 K

675K 53.4 K

59.2 K 428K

511K 361K
-8.0K -8.0K

For complete specifications on the F5° rSeries platforms, please refer to the F5 ADC System data sheet.

Notes: Cipher string used: ECDHE-RSA-AES128-GCM-SHA256. Only optics provided by F5 are supported. Please refer to the Platform Guide: r5000/r10000 Series for the latest power ratings for your specific configurations

(number of PS, highline input voltage, DC, etc.).
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https://www.f5.com/pdf/products/f5-application-delivery-controller-system-rseries-data-sheet.pdf
https://techdocs.f5.com/en-us/hardware/platform-guide-r5000r10000-series.html

Processor:

Memory:

Hard Drive:

Management Ports:

10G/1G Gigabit Copper Ports:

25/10/11G Gigabit Fiber Ports:

BIG-IP SSL Orchestrator
Throughput (Maximum):

Receive only:
L3 inline service:
L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2
service:

BIG-IP SSL Orchestrator
Transactions/Second (TPS):

.3 Outbound Topology:
Receive only:
L3 inline service:
L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2
service:

L3 Inbound Topology:
Receive only:
L3 inline service:
L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2
service:

1x 16-Core Intel® Atom® processor
(16 CPUs available for Tenancy)

64 GB DDR
480GB M.2 SSD
1x T000BASE-T,
1x USB 3.0,

1x serial console

4 x 10G/1G RJ45 ports

4 x 25G/10G/1G SFP+/SFP28/SFP ports

12.0 Gbps
11.5 Gbps
8.6 Gbps

7.0 Gbps

-1.6 Gbps

15.5 K
15.2 K
13.3K

N8 K

-1.5K

20.0K
21.0K
20.0K

19.0K

10K

R4800 R2800

8-Core Intel® Atom® processor
(8 CPUs available for Tenancy)

32 GBDDR
480GB M.2 SSD
1x T000BASE-T,
1x USB 3.0,

1x serial console

4 x 10G/1G RJ45 ports

4 x 25G/10G/1G SFP+/SFP28/SFP ports

5.0 Gbps
4.8 Gbps
3.5 Gbps

2.8 Gbps

-1.3 Gbps

50K

-0.7 K

MoK
1.0 K
103K

85K

-1L.OK

Notes: Performance-related numbers are based on local traffic management services only and are subject to change. Only optics provided by F5 are supported.

Notes: Cipher string used: ECDHE-RSA-AES128-GCM-SHA256. Only optics provided by F5 are supported. Please refer to the Platform Guide: r2000/r4000 Series for the latest power ratings for your specific configurations

(number of PS, highline input voltage, DC, etc.).
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https://techdocs.f5.com/en-us/hardware/platform-guide-r2000r4000-series.html

BIG-IP SSL Orchestrator Throughput: *
With 1 Blade:

L3 inline service:

L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2 service:
With 2 Blades:

L3 inline service:

L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2 service:

BIG-IP SSL Orchestrator Transactions/
Second (TPS):

.3 Outbound Topology:
With 1 Blade:

L3 inline service:

L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2 service:
With 2 Blades:

L3 inline service:

L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2 service:
L3 Inbound Topology:
With 1 Blade:

L3 inline service:

L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2 service
With 2 Blades:

L3 inline service:

L3 inline + (1) L2 service:

L3 inline + (2) L2 services:

For each additional L2 service:

18.7 Gbps

14.3 Gbps
11.0 Gbps
-4.0 Gbps

381 Gbps
247 Gbps
19.1 Gbps
-7.0 Gbps

157 K
13.8K
125K
13K

277K

244K

220K
-3.0K

321K
266K
222K

-45K

59.0 K
472 K

39.6 K
-8.0 K

*Throughput will increase at approximately 60% for each additional (non-vCMP) blade.

For complete specifications on the F5® VELOS® platforms, please refer to the VELOS data sheet.

Notes: L2 virtual wire mode and inline layer 2 services are not currently supported on VELOS.

BIG-IP SSL Orchestrator
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https://www.f5.com/pdf/solution-guides/velos-f5-powerful-next-generation-chassis-system-datasheet.pdf

Two 14-Core Intel Xeon processors

Processor: _
(total 56 hyperthreaded logical processor cores)
Memory: 512 GB DDR4
Hard Drive: 1x 1.6 TB Enterprise Class SSD
Gigabit Ethernet CU Ports: N/A
Gigabit Fiber Ports (SFP): N/A
10 Gigabit Fiber Ports (SFP+): N/A

. o 8 SR4/LR4 (sold separately) (QSFP+ optical breakout
40 Gigabit Fiber Ports (QSFP+): . .
cable assemblies available to convert to 10G ports)
100 Gigabit Fiber Ports
(QSFP28):
BIG-IP SSL Orchestrator

Throughput (Maximum):

4 SR4/LR4 (sold separately) QSFP28

One 18-Core Intel Xeon processor
(total 36 hyperthreaded logical processor cores)

256 GB DDR4

1x 960 GB Enterprise Class SSD (i11800)
Dual SSD 2x 960 GB Enterprise Class SSD (i11800-DS)

Optional SFP

Optional SFP+ (SX or LX)

8 SR/LR (sold separately); optional 10G copper direct
attach

6 SR4/LR4 (sold separately) (QSFP+ optical breakout
cable assemblies available to convert to 10G ports)

N/A

Receive only: 227 Gbps 18.9 Gbps (i11800); 30.5 Gbps (i11800-DS)
L3 inline service: 22.9 Gbps 191 Gbps (i11800); 31.5 Gbps (i11800-DS)
L3 inline + (1) L2 service: 22.9 Gbps 17.9 Gbps (i111800); 271 Gbps (i11800-DS)
L3 inline + (2) L2 services: 22.8 Gbps 16.9 Gbps (i11800); 13.2 Gbps (i11800-DS)
For ?aCh additional L2 -1.3 Gbps -1.9 Gbps (i11800); -5.1 Gbps (i11800-DS)
service:

BIG-IP SSL Orchestrator

Transactions/Second (TPS):

L3 Outbound Topology:
Receive only: 418K 247 K (i11800); 317 K (i11800-DS)
L3 inline service: 4.2 K 25.0 K (i11800); 30.9 K (i11800-DS)
L3 inline + (1) L2 service: 373K 24.0 K (i1800); 27.2 K (i11800-DS)
L3 inline + (2) L2 services: 343K 23.2 K(i11800); 24.5 K (i11800-DS)
ror ?aCh additional L2 -29K -2.9 K (i11800); -2.5 K (i11800-DS)
service:

L3 Inbound Topology:
Receive only: 76.7 K 45.8 K (i11800); 57.5 K (i11800-DS)
L3 inline service: 74.0 K 45.5 K (i11800); 56.4 K (i11800-DS)
L3 inline + (1) L2 service: 65.4 K 45.2 K (i11800); 47.4 K (i11800-DS)
L3 inline + (2) L2 services: 578 K 39.4 K (i1800); 41.0 K (i11800-DS)
For each additional L2 -7.0 K -3.6 K (i11800); -5.9 K (i11800-DS)

service:
BIG-IP SSL Orchestrator
Concurrent Sessions:

L3 outbound:
L3 inbound:

5500 K (5.5 M)
6200 K (6.2 M)

3100 K (31 M)
3400 K (3.4 M)

*More information on additional dedicated cryptographic hardware on the DS Series is available in the BIG-IP System data sheet, which also provides complete specifications on all iSeries platforms
For complete specifications on the F5® BIG-IP® iSeries® platforms, please refer to the BIG-IP System data sheet.

Notes: Cipher string used: ECDHE-RSA-AES128-AES-GCM-SHA256. Only optics provided by F5 are supported. Please refer to the Platform Guide: 15000 Series or Platform Guide: 111000 Series for the latest power ratings for
your specific configurations (number of PS, highline input voltage, DC, etc.).
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https://www.f5.com/pdf/products/big-ip-platforms-datasheet.pdf
https://www.f5.com/pdf/products/big-ip-platforms-datasheet.pdf
https://techdocs.f5.com/en-us/hw-platforms/platform-guide-i15000-series.html
https://techdocs.f5.com/en-us/hw-platforms/platform-guide-i5000i7000i10000i11000-series.html

Processor:
Memory:
Hard Drive:

Gigabit Ethernet CU Ports:
Gigabit Fiber Ports (SFP):

10 Gigabit Fiber Ports (SFP+):

40 Gigabit Fiber Ports (QSFP+):

BIG-IP SSL Orchestrator
Throughput (Maximum):
Receive only:
L3 inline service:
L3 inline + (1) L2 service:
L3 inline + (2) L2 services:

For each additional L2
service:
BIG-IP SSL Orchestrator
Transactions/Second (TPS):

L3 Outbound Topology:
Receive only:
L3 inline service:
L3 inline + (1) L2 service:
L3 inline + (2) L2 services:

For each additional L2

service:
L3 Inbound Topology:
Receive only:
L3 inline service:
L3 inline + (1) L2 service:
L3 inline + (2) L2 services:
For each additional L2
service:
BIG-IP SSL Orchestrator
Concurrent Sessions:
L3 outbound:
L3 inbound:

One 8-core Intel Xeon processor One 6-core Intel Xeon processor

(total 16 hyperthreaded logical processor cores) (total 12 hyperthreaded logical processor cores)
128 GB DDR4 96 GB DDR4

1x 480 GB Enterprise Class SSD 1x 480 GB Enterprise Class SSD

Model with dual SSDs in RAID 1 also available Model with Dual SSDs in RAID 1 also available
Optional SFP Optional SFP

Optional SFP+ (SX or LX) Optional SFP+ (SX or LX)

8 SR/LR (sold separately); optional 10G copper 8 SR/LR (sold separately); optional 10G copper
direct attach direct attach

6 SR4/LR4 (sold separately) (QSFP+ optical breakout 4 SR4/LR4 (sold separately) (QSFP+ optical breakout
cable assemblies available to convert to 10 GB ports) cable assemblies available to convert to 10G ports)
18.2 Gbps 10.9 Gbps

19.0 Gbps 111 Gbps

16.2 Gbps 11.0 Gbps

13.2 Gbps 9.1 Gbps
-2.2 Gbps -1.3 Gbps

17.0 K 121K

16.7 K 13.0K

15.0 K 12.3K

13.6 K MnIK
-1.3K -0.9K

361K 23.0K

352K 23.0K

285K 226K

243K 19.7 K
-41K -2.0K

1400 K (1.4 M) 1000 K (1.0 M)

1600 K (1.6 M) 1200 K (1.2 M)

For complete specifications on the iSeries platforms, please refer to the BIG-IP System data sheet.

Notes: Cipher string used: ECDHE-RSA-AES128-AES-GCM-SHA256. Only optics provided by F5 are supported. SFP+ ports in 10800 are compatible with F5 SFP modules. Please refer to the Platform Guide: i5000/i7000/
i10000/i11000 Series for the latest power ratings for your specific configurations (number of PS, highline input voltage, DC, etc.).
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https://www.f5.com/pdf/products/big-ip-platforms-datasheet.pdf
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Processor:

Memory:

Hard Drive:

Gigabit Ethernet CU Ports:
Gigabit Fiber Ports (SFP):

10 Gigabit Fiber Ports (SFP+):

40 Gigabit Fiber Ports (QSFP+):

BIG-IP SSL Orchestrator
Throughput (Maximum):
Receive only:
L3 inline service:
L3 inline + (1) L2 service:
L3 inline + (2) L2 services:

For each additional L2
service:

BIG-IP SSL Orchestrator
Transactions/Second (TPS):

L3 Outbound Topology:
Receive only:
L3 inline service:
L3 inline + (1) L2 service:
L3 inline + (2) L2 services:

For each additional L2
service:

L3 Inbound Topology:
Receive only:
L3 inline service:
L3 inline + (1) L2 service:
L3 inline + (2) L2 services:
For each additional L2
service:

BIG-IP SSL Orchestrator

Concurrent Sessions:

L3 outbound:
L3 inbound:

For complete specifications on the iSeries platfori

One 4-core Intel Xeon processor One 4-core Intel Xeon processor
(total 8 hyperthreaded logical processing cores) (total 8 hyperthreaded logical processor cores)
48 GB DDR4 32 GB DDR4

1x 480 GB Enterprise Class SSD 1x 500 GB Enterprise Class HDD
Optional SFP Optional SFP

Optional SFP+ (SX or LX) 8 SX or LX (sold separately)

8 SR or LR (sold separately); optional 10G copper 4 SR/LR (sold separately); optional 10G copper
direct attach direct attach

4 SR4/LR4 (sold separately) (QSFP+ optical breakout N/A

cable assemblies available to convert to 10G ports)

10.1 Gbps 6.2 Gbps

10.7 Gbps 6.4 Gbps

9.1 Gbps 5.9 Gbps

7.6 Gbps 47 Gbps
-1.3 Gbps -0.8 Gbps

93K 5.8K

9.2 K 57K

82K 47K

7.5 K 46K
-0.8K -0.5K

19.4 K 123K

18.9K 12.2 K

15.4 K 83K

131K 84K
-2.3K 15K

500 K 300K

610 K 375K

ms, please refer to the BIG-IP System data sheet.

Notes: Cipher string used: ECDHE-RSA-AES128-AES-GCM-SHA256. Only optics provided by F5 are supported. Please refer to the Platform Guide: i5000/i7000/i10000/i11000 Series or Platform Guide: i2000/i4000 for the
latest power ratings for your specific configurations (number of PS, highline input voltage, DC, etc.).
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Processor: One 2-core Intel Xeon processor (total 4 hyperthreaded logical processor cores)
Memory: 16 GB DDR4

Hard Drive: 1x 500 GB Enterprise Class HDD

Gigabit Ethernet CU Ports: Optional SFP

Gigabit Fiber Ports (SFP): 4 SX or LX (sold separately)

10 Gigabit Fiber Ports (SFP+): 2 SR or LR (sold separately); Optional 10G copper direct attach

40 Gigabit Fiber Ports (QSFP+): N/A
BIG-IP SSL Orchestrator

2.8 Gbps
Throughput:
BIG-IP SSL Orchestrator

3800
Transactions/Second (TPS):
BIG-IP SSL Orchestrator

150 K

Concurrent Sessions:
*Supports a maximum of one additional service.
For complete specifications on the iSeries platforms, please refer to the BIG-IP System data sheet.

Notes: Cipher string used: ECDHE-RSA-AES128-AES-GCM-SHA256. Only optics provided by F5 are supported. Please refer to the Platform Guide: i2000/i4000 for the latest power ratings for your specific configurations
(number of PS, highline input voltage, DC, etc.).

VIPRION 4450 Blade on VPR-4800 Chassis VIPRION 2250 Blade on VPR-2400 Chassis

Specifications

BIG-IP SSL Orchestrator
Throughput: *

With 1 Blade:
L3 inline service: 445 Gbps 15.6 Gbps
L3 inline + (1) L2 service: 41 Gbps 13.3 Gbps
L3 inline + (2) L2 service: 33.5 Gbps 10.7 Gbps
For §ach additional L2 - 51Gbps 1.9 Gbps
service:

With 2 Blades:
L3 inline service: 74.5 Gbps 32 Gbps
L3 inline + (1) L2 service: 71.5 Gbps 24.5 Gbps
L3 inline + (2) L2 services: 59.5 Gbps 20 Gbps
For gach additional L2 193 Gbps 4.6 Gbps
service:

BIG-IP SSL Orchestrator

Transactions/ Second (TPS):

L3 Outbound Topology:

With 1 Blade:
L3 inline service: 335K 10K
L3 inline + (1) L2 service: 301K 9.2 K

BIG-IP SSL Orchestrator 14
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VIPRION 4450 Blade on VPR-4800 Chassis VIPRION 2250 Blade on VPR-2400 Chassis

L3 inline + (2) L2 services: 276 K 85K
For each additional L2

) -24 K -0.7 K
service:

With 2 Blades:

L3 inline service: 51.2 K 18.3 K
L3 inline + (1) L2 service: 475K 16.6 K
L3 inline + (2) L2 services: 446 K 155K
For each additional L2

) 29K 12K
service:

L3 Inbound Topology:

With 1 Blade:
L3 inline service: 64.6 K 201K
L3 inline + (1) L2 service: 54.6 K 173K
L3 inline + (2) L2 services: 475K 15K
For each additional L2
) -6.8 K -2.0K
service:
With 2 Blades:
L3 inline service: 79K 366K
L3 inline + (1) L2 service: 731K 307 K
L3 inline + (2) L2 services: 66.6 K 27K
For each additional L2
) 59K -3.8K
service:

*Throughput will increase at approximately 60% for each additional (non-vCMP) blade.

For complete specifications on all the F5® VIPRION® platforms, please refer to the VIPRION data sheet.

Notes: L2 virtual wire mode is only supported on the VIPRION 2250 and VIPRION 4450 blades. L2 virtual wire mode is not supported in any vCMP configuration. Inline layer 2 services are not supported in the following vCMP
conditions: VIPRION 2250 blade on VIPRION 2400 chassis, VIPRION 4300 blade on VIPRION 4800 chassis, and VIPRION 4450 blade on VIPRION 4480 chassis.

HIGH PERFORMANCE VIRTUAL EDITION (VE)

Specifications 8vCPU/16 GB 8vCPU/24 GB 12vCPU/24 GB 16vCPU/32 GB 16vCPU/49 GB
P RAM RAM RAM RAM RAM

BIG-IP SSL Orchestrator

8.7 Gbps 4.8 Gbps 10.7 Gbps 12.4 Gbps 1.5 Gbps
Throughput: *
BIG-IP SSL Transactions/

4,800 6,400 6,500 8,200 15,200
Second (TPS): *
BIG-IP SSL Orchestrator

95,000 14,000 145,000 215,000 293,000

Concurrent Sessions: *

* Performance numbers for one inline L3 service. Expected drop in throughput per additional service added is -1.5 Gbps, based on the average throughput difference between 1and 2 services for the 8vCPU VE and the
16vCPU VE.

High Performance VE tests were run on a single dedicated host with SR-IOV enabled.
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HIGH PERFORMANCE VE (CONT.)

20vCPU/40 GB RAM 24vCPU/49 GB RAM 26vCPU/94 GB RAM 36vCPU/130 GB RAM

BIG-IP SSL Orchestra-tor

13.6 Gbps 17 Gbps 23.0 Gbps 377 Gbps
Throughput: *
BIG-IP SSL Transactions/

9,00 12,700 26,400 37,300
Second (TPS): *
BIG-IP SSL Orchestra-tor

290,000 380,000 950,000 1,300,000

Concurrent Sessions: *

* Performance numbers for one inline L3 service. Expected drop in throughput per additional service added is -1.5 Gbps, based on the average throughput difference between 1and 2 services for the 8vCPU VE and the
16vCPU VE.

High Performance VE tests were run on a single dedicated host with SR-IOV enabled.

MORE INFORMATION
To learn more about BIG-IP SSL Orchestrator or other F5 resources, visit f5.com.

Web page
BIG-IP SSL Orchestrator

Solution overview
BIG-IP SSL Orchestrator

Integration guides

Cisco Firepower Threat Defense

Cisco Web Security Appliance

McAfee Web Gateway

Menlo Security Remote Browser Isolation
NETSCOUT

OPSWAT MetaDefender ICAP Server
Palo Alto Networks Next-Generation Firewall
RSA NetWitness

Symantec Data Loss Prevention

Trellix Data Loss Prevention

Trellix Network Security
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